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hARRIEKS TO THE FLOW OF TECHNICAL INFORMATION

Llmitntion Statements -Legal Basis

National Security Industrial Association
Technical Information Advisory CoGmtttoe

Meeting in Los Angeles, 7 May 1969

Colonel Currie S. Downie, USAF

INTRODUCTION

it is with considerable pleasvi-tat I received an invitation to

be with you here today and discuss limitation statements. Your theme

"Barriers to the Flow of Technical and Scientific Information" is a

suhject thLat I have been interested in for some time. Although limita-

tion statements are my primary topic, I will not restrict the presenta-

tion to this specific barrier but will discuss problems related to

(H.:(mination of government scientific and technical information in

gnecr-I., siicc I feel that the interests of the NSIA Technical

inlormation Advisory Committee cover the entire spectrum of with-

ltoldi, nand (IIssemination activities.

The previous speaker, Mrs. S. 0. Jones of McDonnell Douglas Company,

h:s done a magnificent job of pointing out many of the barriers to

d is,,umination that ire encountered all too often, I am afraid, by

indusLrial an,! other requesto-s of information produced or sponsored

hy Lh, 1'(.d-ral Government. She indicated chat it takes an average of

2'. moiths to obtain a document marked with Distribution Statement #5.

I camiot dispute her statement; two months ago I ordered three such

do-.imints and have received only one of them to date. Sometimes the

ag(ncics do not reply to letters re(uesting authcrization to obtain

tht.!:c( documents in a timely manner.



Mi':s. ,oiis mentioned not being able to obtain a translation of a

19')0 lorelgn journal article. In all probability this is a copy-

rlgth ltd article, and since the copyright law, in the United States

at last, runs for 28 years with a possibility of renewal for

ano iher 28 years, it is conceivable that this particular translation

,niglil not become available for public distribution through government

channels until the year 2012.

*rle problems encountered by industry in trying to reply to a

short notice RFP (Request for Proposal) were illustrated quite

graphically. By the time industry requests and receives a bibliographic

s,.aci 'ronm the Defense Documentation Center (DDC), and then requests

and rivccivi's the relevant technical reports, the deadline for submitting

the proposal has often passed.

Regarding the technical report on counterinsurgency that was

tnobt:inable because it was marked PROPRIETARY, I suspect (and this

is purely speculation) that the report contained some details on

gadgetry or a hardware item that some company felt was proprietary

information -- information the company developed itself which might

be comnercially valuable in the future.

The behavioral science report mentioned by Mrs. Jones as having

leeti produced by a company on its own, may have been listed as a

limited distribution (L) document because the company marked it

proprictary or copyrighted. Again, this is purely speculation on

my part; I would have to see each of these documents to be able to
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dIholitit, Irccisely why their distribution is limited. I wish to

thidik Mrs. Jones for pointing out in detail some of the more

frust.rating problems encountered by the librarians or information

s;pecialists in trying to obtain for their users coplesof reports

which ;irt, unobtainable, often for some rather obscure, not easily

di.;crnihle, reason.

In the ordinary conduct of its business, the Federal Government

mrti;t ,,ainttin a delicate balance between the right to know and the

tivd-to-know. If the government is to be truly of, by, and for the

pcopl, the people must know in detail the activities of the government.

And nothing so diminishes democracy as secrecy. At the same time, the

w(ll'are of the Nation may require that some documents not be made

ava.l lalhle. As long as there is turmoil in the world and peace is

threatened, there fmust be military secrets; also delicate foreign

policy negotiations cannot be conducted in public.

Iii the light of recent happenings throughout the world - for

,,xa,,pl(, in Eastern Europe and the Far East - the U. S. should not

wi::h it) alLow its military streng .h to weaken. (Throughout history

ther, have been many examples of W;.,,L happens to countries not

str(tig enough to defend themselves.) Making eseential defense

informiation available indiscriminately to anyone could cripple our

mi l:iry strength, since military capability nowadays depends so

mech (in technology and technical information.
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Yi',r lIjopLc in I.nditstry :all know what proprietary information is,

,ind how vslsential each company considers the protection of such

Informnation. I suggest that classified security information, and/or

[iformation with distribution limitations, can be considered

propritetary information belonging to the government. Instead of

tht profit motive, as in industry, defense capabilities and national

s ctirity are the motive. The government must provide for the common

dt.Ietl.e., and safeguarding security information is essential for this

;Uvk. We all tonderstand industry's handling of information it

Consiers. proprietary. It is a fact of life, recognized and accepted

a. being itecessary. Similarly, we should recognize the Federal

Covronment's responsibilities in the area of defense, as well as many

othr areas, and the necessity to protect both classified defense

inEormation, and information with distribution limitations imposed for

other reasons.

It is essential to break down certain associations between classified

defei.:;, information on the one hand, information whose dissemination is

ristricted for other reasons, and current thinking in contemporary

society. Many people feel that classification of defense informstion

is probably necessary even though they may not be particularly

enthusiastic about it. Alternatively, on an off-hand spur-of-the-

nike)tit basis, they are aware of few legitimate reasons for limiting

the flow of information for reasons other than national security;
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l,,y :v .verythling as black or white -- either classified defense

II I olllon It i061 or rr' LCiWlabI.C

AIti he words of the AAAS report(l)on Secrecy and Dissemination

in Science and Technology (Dr. Margaret Mead, Chairman): ". . . it is

popuLarly assumed that anything one is asked to regard as 'private' is,

ipso facto, disgraceful, and that secrecy is necessary primarily to

protect the individual from the exposure of some aspect of his life

which is disreputable." Likewise, in contemporary thinking about

tho 1I. S. Government, I am afraid that many people feel there is

somnehing disgraceful, something abhorrent, about reports of research

and ,h'velopment findings which are not classified defense information,

and y(,t cannot be released to the public.

TASK GROUP ON DISSEMINATION OF INFORMATION

COSATI (the Committee on Scientific and Technical Information) under

the Foderal Council for Science and Technology, during 1967 organized

a Task Group on Dissemination of Information. The Task Group, of which

I am Chairman, was organized to review the Federal Government's

information dissemination services and its withholding policies and

practices. It was chartered to study and make recommendations on

thosv aspects of dissemination of scientific and technical information

whliro Improvements can be accomplished and where uniform policies or

guiide'iins might be valuable for all departments and agencies of the

11. S. Government. (2)
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What steps camn be taken to improve and facilitate the dissemination

of d:ita and information resulting from government R&D programs? In

ordr to obtain more information on these problems, the Task Group

ha.s sibmit ed letters to the editors of several technical magazines

Mnid :-:elittific journals asking for comments, statements of problems

and -;uggestiens. You people attending this meeting are invited to

mak, comtiuevts on problems encounte!red and suggestions for their

80o1ution. Please address your letters to me at the Office of

A.rospace Research, 1400 Wilson Boulevard, Arlington, Virginia 22209.

LEGAL BASIS FOR DISSEMINATING AND WITHHOLDING INFORMATION

'ie basic and most recent law governing the distribution or with-

io Idi ig of information is the Public Information Section of the

AdiniisLrativL Procedure Act (5 US Code 522) which became effective

4 J.uly 1')67. This is more commonly known as "The Freedom of

igi.friaLioti Law," and provides that disclosure of information be

tist, g,'iwral rule, not the exception; that all individuals have equal

rigiht of access; that the burden be on the government to justify the

withholding of a document, not on the person to justify his right to

it. This Act seeks to facilitate and expedite the release and

dissqmination of government information, but also provides for certain

exemptions to disclosure.

Aong, Lte 9 exemptions to public disclosure of information, as

provided in 5 USC 522, there are at least 3 that may apply to scientific



dudI I t't'iu '-i i t in tormajr IilOt, ImILttLr:; LJtat ar,:

o .pv,,i I ial y reqiiired by iExecutive Order to be kept
•cecret in Lhe intere.,t of national defense or foreign
policy (Exemption #1).

o Specifically exempted from disclosure by statute (Exemption #3).

o Trade secrets and commercial or financial information obtained
from a person and privileged or confidential (Exemption #4).

The Attorney General's Memorandum on the Public Information Section

ol' the Administrative Procedure Act(3) establishes the principles to be

tucI In making determinations to release or withhold information.

liiIorma,L].on Required to be Kept Secret

'xvt'ctvtiv Order 10501, which became effective in December 1953,

rtco),nizs that citizens of the United States have the right to be

ilored of the activities of their government, but also recognizes

it i!. essential that certain official information affecting the

Natiotial D,,fense he protected against unauthorized disclosure. The

inttrests of National Defense require the preservation of the ability

of the United State.; to protect and defend itself against all hostile

o," dI.trtici.lve action, including espionage as well as military action.

Of I icial information In regarded as that information which requires

prot ection in the !.nLerest of National Defense.

I do not wish to go into IE.:mpt ion #1 in any more detail, since

thi's will be th-, subject of a separat, discussion at this meeting.

Inftrmation Exempt by Statute (Exemption #3)

'fle llouse of Representatives noted that there are "nearly 100

staltteS or parts of statutes which restrict public access to

speci fic government records.

A sitrvy conducted by the Administrative Conferences of the

ulnited States in 1962 concluded that there were somewhat less than
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1) !:.attiLory provisions which specifically exempt from disclosure,

prOhibit (isclosure except as authorized by law, provide for

diclostir, only as authorized by law, or otherwise protect from

di=;clos ,re. Some of these, of course, deal with classified defense

information, many do not.

Today I would like to mention briefly a few of the more important

law=:, directives, etc. which limit or control the dissemination of

information in the Federal Government, for national security and for

oLl hr reasons as well.

'hw Atomic Energy Act of 1954 provides for various categories of

rstricted information -- Restricted Data and Formerly Restricted Data.

i'here are several acts which provide for controlling the export

of certain types of information out of the country. The Export

CoittroL Act. of 1949 provides for export control of unclassified

tclnicaL data (technical data being defined as any professional,

scintific or technical information including designs, models,

photographs, documents, etc., of any kind that can be adopted or

istd in prodtiction, manufacture, or recostruction, etc. of articles

or ,;iterial). This Act prohibits the export of unclassified

t'lhiicnl data from the U. S. or its possessions to any nation or

Co.,,lination of nations threatening the national security of the U. S.,

il it is dettermined that it would significantly contribute to the

miliary or the ,conomir potential of such a nation or nations.

Ti I ong-tip here is "who can make a reasonable decision about economic

pouvniial L?"
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The, Mutual De[fense Assistance Control Act, of- 1951 provides that-

cotliiLries receiving military, economic or financial assistance from

the U. S. will agree to embargo shipment of certain material to

;lul ioits threatening the security of the U. S., specifically communist-

controlled countries. The Act does not require marking of documents

For c:.port control. However, if they are so marked under the Export

C(miroI Act then it does provide for international control of these

'rI,.. two Acts, the Export Control Act and the Mutual Defense Act,

;r( .i(Ilfliistr(ed by the Department of Comerce, and the vehicle for

admiinisto'ring them 1s the Export Schedule.

The, Mi.t:ull Security Act of 1954, in furtherance of world peace

aid ( e seutrity and foreign policy of the U. S., provides for

cont rol of the export and import of arms, ammunition and implements

0f watr, Including related technical data, other than by a U. S.

Covetr'nent Agency. "Tech Data" is defined generally as in the Export

Con.rol Act, only here it includes both classified and unclassified

iflormlation. It doem excludt' rrnm control (except to @om66i~ 1ltl

voiintry destinations) information approved for public release by

an ai,thorized DoD agency.

'hiis Act is administered by the Department of State, and the vehicle

For ;administration is the lnrernational Traffic in Arms Regulation,

common.ly called ITAR.



IlI) l)istrihuton Statements

DoD Directive 5200.20 dated 29 March 1965 provides for five

dis tributifon statements (other than security) on technical documents

aId states that:

Information or data in a technical document is occasionally
of such a nature that it requires a degree of distribution
control to protect proprietary, privileged, ethical, or
certain administrative types of government and contractor
information or data by confining its distribution within a
given category of recipients.

Id distribution statements are as follows:

I. Unlimited Distribution

2. No Foreign

3. U. S. Government Only

4. DoD Only

5. Distribution Controlled by Sponsoring DoD Office

Thte Acts previously mentioned -- Export Control, Mutual Defense

Assistance, and Mutual Security Act -- are the reason for the use

or limitation statement #2 on DoD technical reports, probably the

mo;t troublesome one to administer. Distribution Statement #2 reads:

"Tlbh document is subject to special export controls and each trans-

milttal to foreign governments or foreign nations may be made only

with prior approval of (controlling DoD office)."

Distribution Statement #3 documents usually are either copyrighted

ar( lees (such as translations of copyrighted foreign articles) or are
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in iho proprietary or limited rights category and must be protected

by limiling distribution to U. S. Government personnel. Both of

lli." , categories are provided for under Exemption #3 - Information

V4111I1t)L by statuLVe

STATISTICS ON GOVERNMENT SCIENTIFIC AND TECHNICAL REPORTS

The Hearings of the Randolph Committee in September and October

1967 included a statement of the number of DoD reports received by

Lh, Dofevnsv Dc)cumentation Center which were made available to the

public in fiscal year 1967. ( 5 ) Of the 46,640 reports received,

19,217 (40%) were made available for sale to the public, while 8,924

(207) werv excluded as classified defense information under Executive

Order 10501. The remaining 21,498 (40%) had various types of

re,;tric ions which precluded dissemirution to the general public.

Rtcently a count was made of the various categories of markings

ot ,locuments listed in the DDC TAB Index and the Clearinghouse USGRDR,;

lithcti for a two-week period in December 1968. The results are

1 i:te ' in Figure 1.

Reports Listed in TAB* and USGRDR* Indexes
for Period of Two Weeks

Vol. 68, No. 24, 25 Dec 1968

SU';temunL No. Unclassified Confidential Secret

1 762 - -

2 62 16 31

3 127 21 10
4 73 27 33
5 34 9 29

Total 1,058 73 103
1,234

*l = Technical Abstract Bulletin Cavailable to authorized users

of the Defense Documentation Center)
* IISRDR = U. S. Government Research and Development Reports

(available from the Clearinghouse for Federal S&T Informa-
tion)

Figure 1.
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The TAB lists only the DoD classfied and/or limited distri-

bution documents. The USGRDR Index lists documents received from

all government ,agencies.

Over 60% of the total reports were unclassified/unlimited, that

is, available to any requestor the world over. About 14% were

classified defense information, 57 were unclassified but marked

NO FOREIGN, 37 unclassified but marked with Statement #5, which

only the originator can release. Other than the 60 unclassified/

unlimited, the biggest single category was unclassified/U. S.

Government only. This will give you some idea of the numbers

involved in each category.

In Figure 2, the top ten AIR FORCF contributors of technical

reports to DUC are listed, with the number of limited and/or

classifled documents, the number of unlimited/unclassified documents,

mid tle totals given. As expected, the basic research laboratories

ii OAR (the Office of Aerospace Research) produce for the most part

unclassificd/unlimited documents, whereas the applications and

devlopment laboratories are dealing largely in classified and/or

limited distribution areas.
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Ton Ton AIR FORCE Coatributors of Technical Reports
to Defense Documentation Center

Jan - Dec 1968

Limited and/ Unlimited and

or Classified Unclassified Total

Air Force Office of
Scientific Research (OAR)* 40 2178 2218

Foreign Technology Division
(AFSC)* 233 1169 1402

Air Force Cambridge Research
Laboratories (OAR) 62 600 662

Air Force Materials Lab (AFSC) 411 105 516

Space and Missile Systems
Organization (AFSC) 330 170 500

Electronic Systems Div (AFSC) 146 293 439
Rome Air Development Center
(AFSC) 332 71 403

Air Force Avionics Lab (AFSC) 345 14 359
Aerospace Research Labs (OAR) 19 290 309
Arnold Engineering Development
Center (AFSC) 231 58 289

Source: 1968 DDC TAB Index (for Limited and/or Classified)

1968 USGRDR Index (for Unlimited and Unclassified)

*OAR = Office of Aerospace Research
*AFSC Air Force Systems Command

Figure 2.

Of the Air Force contribution given in Figure 2, approximately

30% were classified and/or limited, and 70 were unclassified/unlimited.

SUMMARY

The new "Freedom of Information Act" and the more important reasons

for limitations on the flow of information have been discussed. The

it-gal basis for these limitations can be found in the nearly 100
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l Iattilry provi : l.oli wihicih prohibit, exempt, or otherwise protect

ypes ofr informatlont from disclosure. The Export Control

AcI':; of the, Department of Comerce and the Mutual Security Act of

rhe Department of State are among the most difficult to administer.

Some of the basic reasons and requirements for DoD distribution

statements were reviewed. Finally, statistics are presented to show

approximately what proportion of the federal reports fall in the

various categories of limitations, and the contributions of the

Air Force laboratories to the federal technical report literature.
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